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Attacking the Pollard Generator

Domingo Gómez, Jaime Gutierrez, and Álvar Ibeas

Abstract—Let p be a prime and let c be an integer modulo
p. The Pollard generator (PG) is a sequence (un) of pseudo-
random numbers defined by the relation un+1 ≡ u2

n +c mod p.
It is shown that if c and 9/14 of the most significant bits
of two consecutive values un, un+1 of the PG are given, one
can recover in polynomial time the initial value u0 with a
probabilistic algorithm. This result is an improvement of
a theorem in a recent paper which requires that 2/3 of the
most significant bits be known.

Keywords— Pseudorandom numbers, Pollard generator,
Lattice reduction.

I. Introduction

FOR a prime p, the field of p elements is denoted by
Fp, and we always assume that it is represented by the

set {0, 1, . . . , p − 1}. Accordingly, where it is obvious, we
sometimes treat elements of Fp as integer numbers in the
above range.

For fixed c ∈ Fp, the Pollard Generator (un) of elements
of Fp is given by the recurrence relation

un+1 ≡ u2
n + c mod p, n = 0, 1, . . . , (1)

where u0 is the initial value.
This generator has many interesting applications in cryp-

tography (see the surveys [5] and [14]). In the crypto-
graphic setting, the initial value u0 and the shift constant
c are assumed to be the secret key, and the output of the
generator is used as a stream cipher. Of course, if two
consecutive values un, un+1 are revealed, it is easy to find
u0 and c. So in this setting, we output only the most sig-
nificant bits of each un in the hope that this makes the
resulting output sequence difficult to predict. The recent
paper [3] shows that not too many bits can be output at
each stage: the Pollard generator is unfortunately poly-
nomial time predictable if sufficiently many bits of some
consecutive elements are revealed, whenever a small num-
ber of secret keys is excluded. Extensions and variants of
this problem can be found in [2], [4], [6].

Assume that the sequence (un) is not known but, for
some n, approximations wj of two consecutive values un+j ,
j = 0, 1, are given. To simplify the notation, we assume
that n = 0 from now on. Then, [3] shows that the values
un+j can be recovered from this information in polynomial
time if the approximations wj are sufficiently good and if a
certain small set of initial values u0 is excluded. Through-
out the paper the term polynomial time means polynomial
in log p. The previous result [3, Theorem 4] involves an-
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other parameter ∆ which measures how well the values wj

approximate the terms uj .

More precisely, we say that w is a ∆-approximation to
u if |w − u| ≤ ∆. So, the case where ∆ grows like a fixed
power pδ with 0 < δ < 1, corresponds to the situation in
which a proportion δ of the least significant bits of terms
of the output sequence remains hidden.

Theorem 1 ([3], Thm. 4) Let p be a prime number and
let ∆ be an integer such that p > ∆ ≥ 1. For any
c ∈ Fp, there exists a set V(∆; c) ⊆ Fp of cardinality
#V(∆; c) = O(∆3) with the following property: there ex-
ists an algorithm which, when given ∆-approximations wj ,
j = 0, 1, to two consecutive values u0, u1 produced by the
Pollard generator (1), returns the value u0 in deterministic
polynomial time if u0 6∈ V(∆; c).

In other words, the Pollard generator is polynomial time
predictable if 2/3 bits of two consecutive elements are re-
vealed. The present paper improves the above result show-
ing that we only need to know 9/14 of the most significant
bits in order to predict the Pollard generator:

Theorem 2 (Main Result) Let p be a prime number and
let ∆ be an integer such that p > ∆ ≥ 1. For any
c ∈ Fp, there exists a set U(∆; c) ⊆ Fp × [−∆,∆] of cardi-
nality #U(∆; c) = O

(
max{∆15p−4,∆19/5}

)
with the fol-

lowing property: there exists an algorithm which, when
given ∆-approximations wj , j = 0, 1, to two consecu-
tive values u0, u1 produced by the Pollard generator (1),
returns the value u0 in deterministic polynomial time if
(u0, u0 − w0) 6∈ U(∆; c).

In order to prove this result, we introduce some modifi-
cations and additions to the method of [3] which allow us to
attack the generators knowing fewer bits of two consecutive
elements u0 and u1. We demonstrate our technique in the
special case when c is public. Of course, this assumption
reduces the relevance of the problem to cryptography. We
do, however, believe that the extra strength of the result
we obtain makes this situation of interest in its own right.
This approach can be extended to the case when c is secret.
This matter is dealt in Section IV.

The remainder of the paper is structured as follows:

We start with a short outline of some basic facts about
lattices in Section II-A and some auxiliary results in Sec-
tion II-B. Section III is dedicated to proving the main
result. In Section IV we explain results obtained when try-
ing to extend the algorithm to instances with private shift
c. Finally, Section V makes some final comments and poses
some open questions.
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II. Lattices and auxiliary results

A. Background on Lattices

Here we collect several well-known facts about lattices
which form the background to our algorithms.

We review several results and definitions of concepts re-
lated to lattices which can be found in [8]. For more details
and more recent references, we also recommend consulting
[1], [10], [11], [16], [17], [18].

Let {b1, . . . ,bs} be a set of linearly independent vectors
in Rr. The set

L = {c1b1 + · · ·+ csbs : c1, . . . , cs ∈ Z}

is called (s-dimensional) lattice with basis {b1, . . . ,bs}. If
s = r, the lattice L is of full rank.

To each lattice L one can naturally associate its volume:

vol (L) =
(
det (〈bi,bj〉)s

i,j=1

)1/2

,

where 〈a,b〉 denotes the inner product. This definition
does not depend on the choice of the basis {b1, . . . ,bs}.

For a vector u, let ‖u‖ denote its Euclidean norm. The
first Minkowski theorem, see Theorem 5.3.6 in [8], gives the
upper bound

min {‖z‖ : z ∈ L \ {0}} ≤ s1/2 vol (L)1/s (2)

on the shortest nonzero vector in any s-dimensional lattice
L in terms of its volume.

The Minkowski bound (2) motivates a natural question,
the Shortest Vector Problem (SVP): how to find a short-
est nonzero vector in a lattice. Unfortunately, there are
several indications that this problem is NP-hard when the
dimension grows. This study has suggested several defini-
tions of a reduced basis {b1, . . . ,bs} for a lattice, trying to
obtain a shortest vector by the first basis element b1. The
celebrated LLL algorithm of Lenstra, Lenstra and Lovász
[15] provides a concept of reduced basis and an approximate
solution, enough in many practice applications.

The basis {b1, . . . ,bs} obtained with this method satis-
fies the two following conditions: when computing the cor-
responding Gram-Schmidt orthogonal basis {b∗1, . . . ,b∗s}
following the usual algorithm

b∗i := bi −
∑
j<i

µijbj , µij :=
< bi,b∗j >

< b∗j ,b
∗
j >

,

all the appearing coefficients satisfy |µij | ≤ 1/2. Besides
this, if one contemplates the projections πi from the space
Rr orthogonally onto < b1, . . . ,bi−1 >⊥, it must be satis-
fied that δ‖πi(bi)‖2 ≤ ‖πi(bi+1)‖2, i = 1, . . . , n−1, where
1/4 < δ < 1 is a fixed parameter on which depends the
reduction procedure.

Another related question is the Closest Vector Problem
(CVP): given a lattice L ⊆ Rr and a shift vector t ∈ Rr,
the goal consists in finding a vector in the set t + L with
minimum norm. This problem is usually expressed in an
equivalent way: finding a vector in L closest to the target

vector −t. It is well known that CVP is NP-hard when
the dimension grows.

However, both computational problems SVP and CVP
are known to be solvable in deterministic polynomial time
provided that the dimension of L is fixed (see [12], for ex-
ample). The lattices in this paper are of fixed (and low)
dimension.

In fact, lattices in this paper consist of integer solutions
x = (x0, . . . , xs−1) ∈ Zs of a system of congruences

s−1∑
i=0

aijxi ≡ 0 mod qj , j = 1, . . . ,m,

modulo some positive integers q1, . . . , qm. Typically (al-
though not always) the volume of such a lattice is the
product Q = q1 · · · qm. Moreover, all the aforementioned
algorithms, when applied to such a lattice, become polyno-
mial in log Q. If {b1, . . . ,bs} is a basis of the above lattice,
by the Hadamard inequality we have:

s∏
i=1

‖bi‖ ≥ vol (L). (3)

B. Auxiliary results

In lattices of rank 2, one basis {u,v} is typically called
reduced (see for instance [13]), if and only if

‖u‖, ‖v‖ ≤ ‖u + v‖, ‖u− v‖.

Now we present a technical result for later use.
Lemma 3: Let {u,v} ⊂ Rr be a reduced basis of a 2-

rank lattice L and x ∈ L. The unique integers (α, β) ∈ Z2

satisfying x = αu + βv also satisfy:

‖αu‖, ‖βv‖ ≤ 2√
3
‖x‖.

Proof: Since {u,v} is a reduced basis, the angle be-
tween the lines containing its vectors is greater than π/3:

‖u‖2, ‖v‖2 ≤ ‖u + v‖2, ‖u− v‖2

〈u,u〉, 〈v,v〉 ≤
{

〈u,u〉+ 〈v,v〉+ 2〈u,v〉
〈u,u〉+ 〈v,v〉 − 2〈u,v〉

−〈u,u〉
−〈v,v〉

}
≤ 2〈u,v〉 ≤

{
〈u,u〉
〈v,v〉

2|〈u,v〉| ≤ 〈u,u〉, 〈v,v〉.

Therefore,

〈αu, αu〉
〈αu + βv, αu + βv〉

=
α2〈u,u〉

α2〈u,u〉+ β2〈v,v〉+ 2αβ〈u,v〉
.

The minimum of the above denominator function in the
variable β is attained in

β =
−α〈u,v〉
〈v,v〉

.
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Thus,

〈αu, αu〉
〈αu + βv, αu + βv〉

≤ 〈u,u〉〈v,v〉
〈u,u〉〈v,v〉 − 〈u,v〉2

=

=
(

1− 〈u,v〉2

‖u‖2‖v‖2

)−1

≤ 4
3
.

The following example illustrates that 2/
√

3 is an optimal
bound.

Example 4: Consider the lattice generated by the re-
duced basis

{u = (1, 0),v = (1/2,
√

3/2)}.

We have:
2u− v = (3/2,−

√
3/2),

‖2u− v‖ =
√

3,

‖ − v‖ = 1 < ‖2u‖ = 2 =
2√
3

√
3.

A weaker bound for arbitrary s-dimensional lattices is given
in the paper [7].

Lemma 5: Let {u,v} ⊂ Rr be a reduced basis of a 2-
rank lattice L. Then we have:

vol (L) ≤ ‖u‖‖v‖ ≤ 2√
3

vol (L).

Proof: The first inequality is immediate. For the
second, note that vol (L) = ‖u‖‖v‖| sin(û,v)|. By Lemma
3, we have | sin(û,v)| ≥

√
3/2.

III. Proof of the main Result

In a similar way to the proof of Theorem 4 in [3], we
are building a “bad” set for which we cannot guarantee the
success of the algorithm. However, in this new proof the set
does not consist of values for the seed u0. In this case, the
exceptional set consists of pairs including both the initial
value u0 and the first approximation error ε0. We will prove
that when the input instance does not match a pair in this
“bad” set, the algorithm works correctly. Moreover, since
the size of that set is in O

(
max{∆15p−4,∆19/5}

)
, if this

quantity remains lower than p∆, we can probably obtain
successful guessing. So, the threshold for the maximum
error provided by this proof is ∆ < p5/14. Let us start to
describe the algorithm.

Let εj = uj − wj , j = 0, 1. From

u1 ≡ u2
0 + c mod p,

we obtain

2w0ε0 + ε2
0 − ε1 + w0 + c− w1 ≡p 0, (4)

which can be looked on as a linear equation over a vector
containing enough information to discover the goal u0. In
fact, the vector

e =
(
∆ε0, ε

2
0 − ε1

)
= (∆e1, e2)

is a solution to the following linear system of congruences:

2w0x1 + ∆x2 ≡ ∆(w1 − c− w2
0) mod p,

x1 ≡ 0 mod ∆.
(5)

Moreover, e is a relatively short vector. We have:

|e1| ≤ ∆, |e2| ≤ 2∆2;

thus
‖e‖ ≤

√
5∆2. (6)

Let L be the lattice consisting of integer solutions x =
(x1, x2) ∈ Z2 of the system of congruences:

2w0x1 + ∆x2 ≡ 0 mod p,

x1 ≡ 0 mod ∆.
(7)

It is easily checked that L is a two-dimensional lattice
with volume p∆. A particular solution of the linear system
(5) is t = (∆, w1 − c − w2

0 − 2w0). Now, we can apply
an algorithm solving the CVP for the shift vector t and
the lattice L to obtain a vector f = (∆f1, f2) satisfying
equations (5) and

‖f‖ ≤
√

5∆2. (8)

Note that we can compute f in polynomial time from
the information we are given. We might hope that e and
f are the same. If not, it can be shown (as in [3]) that u0

belongs to a subset V ⊆ Fp of cardinality #V = O(∆3).
Our approach here is more involved.

We compute in polynomial time (for instance, as ex-
plained in [13]) a reduced basis

{g = (∆g1, g2),h = (∆h1, h2)}

of the lattice L, with ‖g‖ ≤ ‖h‖. Since e − f ∈ L, there
exist integers γ1 and γ2 satisfying:

e− f = γ1g + γ2h. (9)

By (6) and (8) we have ‖e− f‖ ≤ 2
√

5∆2 and thanks to
Lemma 3 we obtain the following bounds:

|γ1| ≤max

{
1,

⌊
4
√

5∆2

√
3‖g‖

⌋}
=: ∆1,

|γ2| ≤max

{
1,

⌊
4
√

5∆2

√
3‖h‖

⌋}
=: ∆2.

(10)

So, the missing information is now γ1 and γ2. From (9)
we derive two new equations:

ε0 =f1 + γ1g1 + γ2h1,

ε2
0 − ε1 =f2 + γ1g2 + γ2h2.

(11)

Eliminating ε0 from the above equation, we obtain:

(f1 + γ1g1 + γ2h1)2 − ε1 = f2 + γ1g2 + γ2h2.
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Operating, we reach an equation involving six variables
related to γ1, γ2 and ε1:

f2
1 + 2f1γ1g1 + 2f1γ2h1 + g2

1γ2
1 + 2g1h1γ1γ2 + h2

1γ
2
2 =

= f2 + γ1g2 + γ2h2 + ε1.

(12)

Therefore, the system of congruences (13)

(2f1g1 − g2)∆1x1 + (2f1h1 − h2)∆2x2 + g2
1∆2

1x3+

+2g1h1∆1∆2x4 + h2
1∆

2
2x5 −∆x6 = (f2 − f2

1 )∆2
1∆

2
2∆,

x1 ≡ 0 mod ∆1∆2
2∆,

x2 ≡ 0 mod ∆2
1∆2∆,

x3 ≡ 0 mod ∆2
2∆,

x4 ≡ 0 mod ∆1∆2∆,

x5 ≡ 0 mod ∆2
1∆,

x6 ≡ 0 mod ∆2
1∆

2
2

(13)

contains the vector

Γ = (∆1∆2
2∆γ1,∆2

1∆2∆γ2,∆2
2∆γ2

1 ,

∆1∆2∆γ1γ2,∆2
1∆γ2

2 ,∆2
1∆

2
2ε1).

The bound (10) implies that

‖Γ‖ ≤
√

6∆2
1∆

2
2∆. (14)

Let L′ be the lattice consisting of integer solutions x =
(x1, . . . , x6) ∈ Z6 of the homogeneus system obtained from
(13):

(2f1g1 − g2)∆1x1 + (2f1h1 − h2)∆2x2+

g2
1∆2

1x3 + 2g1h1∆1∆2x4 + h2
1∆

2
2x5 −∆x6 = 0,

x1 ≡ 0 mod ∆1∆2
2∆,

x2 ≡ 0 mod ∆2
1∆2∆,

x3 ≡ 0 mod ∆2
2∆,

x4 ≡ 0 mod ∆1∆2∆,

x5 ≡ 0 mod ∆2
1∆,

x6 ≡ 0 mod ∆2
1∆

2
2.

(15)

Applying an algorithm solving the CVP for the shift vec-
tor (0, 0, 0, 0, 0, (f2

1−f2)∆2
1∆

2
2) and the lattice L′, we obtain

a vector

F = (∆1∆2
2∆F1,∆2

1∆2∆F2,∆2
2∆F3,

∆1∆2∆F4,∆2
1∆F5,∆2

1∆
2
2F6),

satisfying equations (13) and:

‖F‖ ≤
√

6∆2
1∆

2
2∆. (16)

Again, we note that we may compute F in polynomial
time from the information we are given. We might hope
that

ε0 = f1 + F1g1 + F2h1.

Let us bound the “bad” possibilities for which this iden-
tity may be wrong. The vector d defined by F− Γ lies in
L′:

d = (∆1∆2
2∆d1,∆2

1∆2∆d2,∆2
2∆d3,

∆1∆2∆d4,∆2
1∆d5,∆2

1∆
2
2d6).

The bounds (14) and (16) imply ‖d‖ ≤ 2
√

6∆2
1∆

2
2∆ and

|F1 − γ1| = |d1| ≤ 2
√

6∆1,

|F2 − γ2| = |d2| ≤ 2
√

6∆2,

|F3 − γ2
1 | = |d3| ≤ 2

√
6∆2

1,

|F4 − γ1γ2| = |d4| ≤ 2
√

6∆1∆2,

|F5 − γ2
2 | = |d5| ≤ 2

√
6∆2

2,

|F6 − ε1| = |d6| ≤ 2
√

6∆.

(17)

Setting q = d1g + d2h = (∆q1, q2), we have that q lies
in L. Using equations (15), we obtain :

q1 = d1g1 + d2h1, and

q2 = 2f1g1d1 + 2f1h1d2 + g2
1d3 + 2g1h1d4 + h2

1d5 − d6.

Hence

2q1w0 + q2 ≡ 0 mod p. (18)

After substitutions w0 = u0−ε0 = u0−(f1+γ1g1+γ2h1)
in the above equation (18) we find

2q1u0 ≡ E mod p, (19)

where E = 2q1(f1 + γ1g1 + γ2h1)− q2.
And substituting the expressions for q1, q2 in E and op-

erating, we obtain:

E = g2
1(2γ1d1 − d3) + 2g1h1(−d4 + γ1d2 + γ2d1)+

+h2
1(−d5 + 2γ2d2) + d6.

(20)

Since we are assuming that ε0 6= f1 + F1g1 + F2h1, we
get q1 = d1g1 +d2h1 6= 0. So, for each value q1 and E there
is one unique value u0 satisfying congruence (19).

Let U be the set consisting of all pairs (u0, ε0) for which,
setting {g = (∆g1, g2),h = (∆h1, h2)} as the output of the
algorithm used to obtain a reduced basis when given the
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lattice (7) and w0 := u0 − ε0, there exist nine integers:

d1, |d1| ≤ 2
√

6∆1, d6, |d6| ≤ 2
√

6∆,

d2, |d2| ≤ 2
√

6∆2, f1, |f1| ≤
√

5∆,
γ1, |γ1| ≤ ∆1,
γ2, |γ2| ≤ ∆2,

d3, |d3| ≤ 2
√

6∆2
1,

d4, |d4| ≤ 2
√

6∆1∆2,

d5, |d5| ≤ 2
√

6∆2
2,

(21)

satisfying the following two equations:

2(d1g1 + d2h1)u0 ≡ g2
1(2γ1d1 − d3) + 2g1h1(−d4+

γ1d2 + γ2d1) + h2
1(−d5 + 2γ2d2) + d6 mod p,

(22)

(2f1g1 − g2)d1 + (2f1h1 − h2)d2 + g2
1d3 + 2g1h1d4+

h2
1d5 − d6 = 0.

(23)

It is clear that for any pair outside U , the algorithm pro-
posed must work properly. In order to bound the size of
this set, we introduce another set T , consisting of pairs
(u0, ε0) ∈ Fp × [−∆, . . . ,∆] for which there are integers q1

and E:
|q1| ≤ 84∆4/5, |E| ≤ 20

√
6∆2

satisfying:
2u0q1 ≡ E, q1 6= 0 mod p.

Since the second component ε0 in the pair is meaning-
less in this definition, we can state #T = O(∆19/5). Let us
now measure the difference set U\T : if (u0, ε0) and (u′0, ε

′
0)

are two elements in this set, by the definition of U there
are integers (d1, d2, γ1, γ2, d3, d4, d5, d6, f1) corresponding
to (u0, ε0), and (d′1, d

′
2, γ

′
1, γ

′
2, d

′
3, d

′
4, d

′
5, d6,

′ f ′1) correspond-
ing to (u′0, ε

′
0) satisfying (21), (22) and (23). Sup-

pose (d1, d2, γ1, γ2, d3, d4, d5) = (d′1, d
′
2, γ

′
1, γ

′
2, d

′
3, d

′
4, d

′
5)

and u0 − ε0 = u′0 − ε′0. From equation (23), we find

2(f1 − f ′1)(d1g1 + d2h1) = d6 − d′6.

The bounds (21) imply that d1g1 + d2h2 = Ω
(
∆4/5

)
, and

then, |f1 − f ′1| is bounded by O(∆1/5). Now, using equa-
tions (7), we reach:

2u0(f1 − f ′1) ≡ ε0(f1 − f ′1) + (f2 − f ′2) mod p.

However, using once again the fact that the first pair
selected is outside T , it must be f1 − f ′1 = 0. So,
the integers u0 − ε0, d1, d2, γ1, γ2, d3, d4 and d5 deter-
mine a unique element of U\T . Hence, fixed the integer
u0−ε0, the number of choices is bounded by O

(
(∆1∆2)5

)
.

Using Lemma 5, O
(
(∆1∆2)5

)
= O

(
(∆3p−1)5

)
. Then,

# (U\T ) = O(∆15p−4).
Finally, #U ≤ # (U\T ) + #T .

IV. Unknown shift

As we pointed out in the introduction, this paper is
mainly devoted to the Pollard generator, when the shift
parameter is supposed to be known. If this information is
not previously given, the paper [3] requires three (instead

of two) consecutive approximations to sequence elements
to performing a lattice attack. Usually, it is easy to have
access to lots of approximations; so, this is not a restric-
tive feature. However, the algorithm in [3] requires better-
quality approximations: one can recover the seed u0 when
∆ < 1/4.

One can develop a similar algorithm to the one presented
in Section III, but it is not immediately clear how to bound
the failure possibilities as we have done there. The ad-
mitted error, as observed in empirical tests, grows from
δ = 0.25 to δ ' 0.261. So, the improving factor with this
two-round technique is only about 4%. Moreover, in [3] a
heuristic method that reached δ = 1/3 as maximum tol-
erance was presented. The following table compares the
proportion of unkown bits with the success percentage in
the tests.

δ 0.26 0.2613 0.2616 0.2618 0.262
100% 100% 48% 16% 0

V. Remarks and Open Questions

Obviously our result is nontrivial only for ∆ = O(p5/14).
Thus, increasing the size of the admissible values of ∆ is
very interesting. One of the main differences of our ap-
proach, when compared with previous papers on this mat-
ter, is that we use the Closest Vector Problem instead of
the Shortest Vector Problem and that we apply it twice.
We believe that if we repeat this procedure more times we
can get a better bound, say ∆ = O(p2/5). This question
undoubtedly deserves further study.

We have implemented the algorithm of our result in
C++ language using the NTL library; see [23]. Test-
ing the algorithm with this implementation confirms the
threshold δ = 1/3 for maximum fraction of bits hidden
when we only perform on lattice reduction (as in [3]). How-
ever, the full algorithm, as explained above, successfully
obtains its output in instances even more difficult than
δ = 5/14 = 0.35714 . . . The following table shows these
tests results for a 1000-bit prime generator, following the
one-round algorithm in [3] and the two-round one presented
here.

δ 0.3 0.3307 0.3333 0.3385 0.3615 0.3641
1r 100% 100% 50% 0 0 0
2r 100% 100% 100% 100% 98% 0

Tests with higher-size prime generators set the threshold
empirically in δ ' 0.363. However, we fail to give a rigorous
proof for a bound better than δ = 5/14.

When the shift c also remains unknown, we can extend
the bound in [3] (δ = 0.25) to δ ' 0.2613. Anyway, this is
clearly worse than the heuristic method in [3] (δ = 1/3).

We also believe that our approach works for other non-
linear pseudorandom number generators. Partial results
can be consulted in paper [7]. Finally, it is not clear for us
how to attack generators when the modulus p is hidden.
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